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KEY FIGURES

Key figures 2021 v 2022 v 2023

COMPANY PROFILE

Revenue (in €m) 5,646.2 5,915.1 6,213.2

Length of fiber-optic network (in km) 52,574 55,459 61,566

CORPORATE RESPONSIBILITY

Incidents or indications of possible cases of corruption 0 0

Indications of possible violations 2 8

Indications of possible human rights violations 0 2

iF:]az/:icipation rate ) for Code of Conduct e-learning course 75.3 77.6 81.3

DIGITAL RESPONSIBILITY

Number of reports of data privacy violations under the GDPR @ 78 36 25

SOCIAL RESPONSIBILITY

Number of employees 9,975 10,474 10,962

Number of core employees 9,388 9,892 10,346
thereof women 3,033 3,176 3,322
thereof men 6,355 6,716 7,017
thereof nonbinary @ n/a n/a 7

Staff turnover rate (in %) 11.2 9.8 7.5

Management positions filled internally (in %) 65.7 66.2 62.6

Women in management positions (in %) 4 n/a 21.5 21.2

Training and education hours per employee 12.5 9.8 9.6

Absence due to illness (in %) 4.3 5.0 4.9

Donations collected by United Internet for UNICEF (in €m) 6.4 5.4 4.6

ENVIRONMENTAL RESPONSIBILITY &

Energy consumption in MWh 214,099 250,271 280,966
thereof electricity consumption 202,003 224,969 251,127
thereof heating consumption 3,426 13,176 16,042
thereof fuel consumption 8,669 12,126 13,797

CO; equivalents in tonnes 23,902 27,769 9,378
thereof direct emissions (Scope 1) 3,734 4,400 4,938
thereof indirect emissions (Scope 2)( 20,168 23,369 4,440

(1) The participation rate is based on all active core employees who successfully completed the training in the period from January 1-December 31,

2023. The prior-year figures were adjusted retrospectively.
(2

(3) No analysis is possible for 2021 and 2022.

(4) No prior-year figure is available since the ratio was determined for the first time for 2022.

Including Consumer Access, Consumer Applications, and Business Applications. The Business Access Segment has been included since 2022. The
data for the Business Applications Segment only contains reports by IONOS SE.

(5) The basis of calculation for energy consumption and emissions was expanded significantly in fiscal year 2022. As a result, the comparability of the

figures given with those for the previous year is highly limited.
(6

approximately 18,000 tonnes of CO2 equivalents for 2023.

In contrast to the previous year, emissions from leased data centers were assigned to Scope 3 instead of Scope 2. These are estimated to be
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Elements of the consolidated nonfinancial report (NfR) pursuant to the German CSR Directive
Implementation Act (CSR-RUG), sections 315b and 315c in conjunction with section 289c of the
German Commercial Code (HGB)

This sustainability report includes United Internet’s consolidated nonfinancial report as required by the
German CSR Directive Implementation Act (CSR-Richtlinie-Umsetzungsgesetz - CSR-RUG). It contains the
statutory and supplementary disclosures on the material aspects for United Internet: environmental matters,
employee-related matters, social matters, respect for human rights, and anti-corruption and bribery matters.
These aspects are supplemented by the topics identified as material by United Internet.

The disclosures required by the CSR-RUG are identified in the narrative text using red checkmarks ¢ and
underwent a limited assurance review pursuant to ISAE 3000 (revised).

Rounding differences compared to the mathematically exact values for monetary units, percentages, etc. can
occur in tables and references.



FOREWORD

Dear reader,

Current world events are posing major challenges for politics, the economy, and society alike. Ongoing
armed conflicts, inflation rates that remain high by long-term standards, and the effects of global cli-
mate change that are being felt throughout the world are occupying people everywhere. In turn, com-
panies are also being called on more than ever before to make an active contribution and help find so-
lutions.

We are aware of our responsibility as one of Europe’s leading internet companies and are continuing to
increase our focus on economic, social, and environmental sustainability in what we do. We want to im-
prove continuously and systematically, which is why we again refined our sustainability strategy in 2023.
We enhanced our mission statement and defined target approaches for our material topics. We have
also anchored and extended our sustainability expertise in all four of our business areas, so as to be
able to manage the measures we take even more efficiently. This enables our sustainability teams to
work together even more effectively across individual brand boundaries and ensure end-to-end sus-
tainability management for our Group.

At the same time, we need to keep on top of all of the ever-growing regulatory requirements. For exam-
ple, the Corporate Sustainability Reporting Directive (CSRD) that entered into force throughout the EU
in January 2023 and that will be applied as from fiscal year 2024 will radically change the form and con-
tent of sustainability reporting. We have set up a dedicated Group-wide project to prepare in detail for
the new reporting requirements.

We see ourselves as building bridges to the digital future with more than 28 million fee-based customer
contracts worldwide, roughly 40 million ad-financed free accounts, and a workforce of around 11,000
people. Our goal is to provide private and business users with broadband internet access and powerful
cloud applications. We want to enable customers to securely access all the internet’s vast opportunities
as a universal information, communications, entertainment, and e-business infrastructure. We are lead-
ing the way with innovative products, new technologies, reliable infrastructure, and user-friendly ser-
vices and helping to make our society fit for the future.

This applies in particular to the role of Germany's fourth mobile network operator that we have as-
sumed with 1&1. 1&1 is the first provider in Europe to be operating a 5G network based on innovative
OpenRAN technology, which is connected to 1&1 Versatel's fiber-optic network. This innovative network
architecture is cloud-native and vendor-neutral, permitting extremely rapid transmission times that are
vital for real-time applications. We are proud to be able to offer our customers real added value with
1&1s O-RAN.

Our high standards apply to our environmental footprint as well as our technological innovations. We are
aware of the impact that our business model has on the climate. We aim to use energy and resources effi-
ciently and responsibly, to improve continuously, and to help protect the environment and the climate in eve-
rything from green logistics through to the highly efficient operations of our own data centers using green
electricity.

As a successful Group, we consider ourselves to be part of society and take social responsibility. One
way in which we do this is by leveraging our strong brands with their substantial reach. Our social com-
mitment revolves around our work with the United Internet for UNICEF foundation, which United Inter-
net launched in 2006 together with the United Nations Children's Fund. The regular appeals for dona-
tions that we make to our GMX, WEB.DE, 1&1, and IONOS customers, coupled with the additional
amounts donated by the United Internet Group itself, have raised roughly €69 million for global UNICEF



programs since then. We are proud to be able to contribute to UNICEF's valuable work through the
foundation.

Our long-term success as a company depends on our qualified, highly committed staff. We want to re-
main an attractive employer going forward - one that creates an open, respectful space in which indi-
viduals can develop and that actively promotes diversity, equity, and inclusion. We are convinced that
only a workforce that mirrors the many different facets of society can offer the best possible conditions
for creativity and productivity, and make us - the United Internet Group - unique.

However, for us responsible corporate governance does not stop at our own activities. We are also a re-
liable, fair, and trustworthy partner for our many service providers and suppliers. We have also under-
lined this commitment in our Policy Statement under the German Supply Chain Due Diligence Act
(Lieferkettensorgfaltspflichtengesetz - LkSG). This document is publicly available on our website.

Acting sustainably and taking responsibility for our activities as a company have become part of our
Group’s DNA. We shall continue rising to the evolving challenges in our business areas openly and proac-
tively. We are proud of the improvements we are achieving. Yet we don’t want to leave it at that, but to
go on getting better and better. The Management Board is looking forward to updating you on the pro-
gress we make.

Ralf Hartings

CFO

“Our long-term success as a company
depends on our qualified, highly committed
staff. We aim to remain an attractive
employer going forward - one that creates an
open, respectful space in which individuals
can develop and that actively promotes
diversity, equity, and inclusion. We are
convinced that only a workforce that mirrors
the many different facets of society can offer
the best possible conditions for creativity
and productivity, and make us - the

United Internet Group - unique.”

7

Ralf Hartings
CFO




COMPANY PROFILE
Vision

v United Internet’s vision is to provide consumers and business users alike with broadband internet ac-
cess and powerful cloud applications and, by doing so, to enable customers to securely access all the
internet’s vast opportunities as a universal information, communications, entertainment, and e-business
infrastructure. As a European internet specialist, United Internet sees its role as building bridges to a
digital future. The Group does this by taking digital, environmental, and social responsibility. United In-
ternet is leading the way with innovative products, new technologies, reliable infrastructure, and user-
friendly services and helping to make society fit for the future. v/

Business

v  Founded in 1988 and headquartered in Montabaur, United Internet AG has more than 28 million fee-
based customer contracts worldwide and roughly 40 million ad-financed free accounts, making it one
of Europe’s leading Internet specialists. United Internet is expanding its fiber-optic network and estab-
lishing its own state-of-the-art mobile network, as well as offering high-performance data centers with
strict security and data privacy standards. By doing so, it is laying the foundations for society to partici-
pate in the process of digital transformation and to safely navigate the digital world.

The Group’s operating business is broken down into the Access Division, which comprises the Consumer
Access and Business Access Segments, and the Applications Division, which consists of the Consumer

Applications and Business Applications Segments.

Divisions, segments, and brands (as of December 31, 2023) v/
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Consumer Access Segment

v The Consumer Access Segment pools mobile internet and fixed-network broadband products (in-
cluding associated applications such as home networking, online storage, telephony, Smart Home, IPTV,
and video-on-demand) of 1&1 AG. Broadband connections are offered as subscription contracts with
fixed monthly fees (and variable, volume-based charges). v/
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COMPANY PROFILE
Vision
Business

Sustainability at
United Internet

v 1&1is one of Germany’s leading providers. The Company uses 1&1 Versatel's fiber-optic transportation
network, and for VDSL/vectoring connections and fiber-optic connections ("FTTH” = “fiber to the
home”) it uses city carriers and Deutsche Telekom (mainly Layer-2) for the “last mile”.

United Internet is also one of Germany’s leading providers for mobile internet products. Since the
launch of mobile services on December 8, 2023, 1&1’s mobile communications network has been fully
operational. Where 1&1 cannot offer adequate network coverage during its years of network expansion,
it uses national roaming. This is currently provided by Telefonica and as of summer 2024 national roam-
ing services are to be procured from Vodafone. National roaming is a standard procedure used in the
rollout of new mobile networks that enables customers to surf and make calls without interruption in
areas not yet covered. This is achieved by automatically using the roaming partner’s antennas in these
areas.

Until 1&1 has migrated its more than 12 million existing customers to its own 1&1 mobile network, it will
also use the Telefénica mobile network as a so-called Mobile Bitstream Access Mobile Virtual Network
Operator (MBA MVNO), as well as MVNO capacities of Vodafone. As of the beginning of 2024, existing
MVNO customers are being gradually migrated to the 1&1 mobile network.

Mobile internet products are marketed via the premium brand 1&1 as well as via discount brands, such
as winSIM and sim.de. v/

Business Access Segment

v United Internet’s Business Access Segment offers a comprehensive range of telecommunications prod-
ucts and services for business customers via 1&1 Versatel. The segment’s business model revolves around
its operation of a state-of-the-art fiber-optic network, which is more than 61,000 km long. This is one of
the largest networks in Germany and is being continuously expanded. 1&1 Versatel uses the network to
offer companies and public authorities telecommunications products ranging from standardized fiber-
optic direct connections to customized, individual information and communication solutions (voice, data,
and network solutions). In addition, the 1&1 fiber-optic network is used to supply (wholesale) infrastruc-
ture services for national and international carriers. v/

Consumer Applications Segment

v The Consumer Applications Segment is home to United Internet’s consumer applications. These
mainly comprise personal information management applications (e-mails, to-do lists, and appoint-
ment/address management solutions) and online (cloud) storage, but also include domains, consumer
website solutions, and office applications. The portfolio has been expanded, and the GMX and WEB.DE
brands have been transformed in recent years from pure-play e-mail providers to end-to-end hubs for
user communications, information, and identity management. v/



v Applications for home users are nearly all developed in-house and operated in the Group’s own data
centers. The products are offered as pay accounts or ad-financed free accounts. Online advertising is
marketed by United Internet Media. With its GMX and WEB.DE brands, United Internet operates primar-
ily in Germany, Austria, and Switzerland, with the Company being one of the leading providers in the
sector. Like the other segments, this segment has also been pressing ahead with its internationalization
strategy since the acquisition of U.S. provider mail.com. mail.com has a presence in other countries
such as the United Kingdom, France, and Spain as well as in the U.S.A. v/

Business Applications Segment

v United Internet’s Business Applications Segment opens up internet-based business opportunities for
freelancers, self-employed professionals, and small and medium-sized enterprises (SMEs), helping them
digitalize their processes. Its broad range of products includes subscription-based domains, websites,
web hosting, servers, e-shops, group work, online (cloud) storage, and office applications, among other
things. Cloud solutions and cloud infrastructure services are also offered. The applications are devel-
oped in the Company’s own development centers or in cooperation with partner organizations, and run
on more than 100,000 servers in 11 own data centers and 21 co-locations.

United Internet’s Business Applications Segment is also an international leader in its field, with activities
in Europe (Germany, France, the United Kingdom, Spain Portugal, Italy, the Netherlands, Austria, Poland,
Hungary, Romania, Bulgaria, the Czech Republic, Slovakia, and Sweden) and North America (the U.S.A.,
Canada, and Mexico). Applications are marketed to specific target groups using a variety of differently
positioned brands: IONOS, Strato, Fasthosts, Arsys, home.pl, InterNetX, united-domains, and
World4You. In addition, United Internet’s Sedo brand offers customers professional aftermarket services
in the area of active domain management. In another example, the we22 brand offers other hosting
providers a white-label website builder for creating high-quality websites. v/
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Sustainability at United Internet

v The need to act sustainably is now firmly embedded in social, political, and economic thinking. Like
other firms, United Internet is also steadily expanding its ESG (environmental, social, and governance)
activities so as to meet the needs of both current and future generations - the classic definition of sus-
tainability. United Internet is in the middle of a Group-wide transformation process and is increasingly
including sustainability aspects that are relevant to its divisions when making decisions. Core challenges
and topics that the Group is addressing include sustainable digitalization, data privacy, how to deal with
(fake) information on the internet, the changing world of work, and the shift to a decarbonized economy.

The objective of United Internet’s sustainability management is to address the challenges and opportu-
nities associated with its material sustainability topics. v/

Sustainability Management

v Group-wide sustainability management at the United Internet Group in the reporting period was co-
ordinated by the Corporate Sustainability team. Centralized sustainability management tasks include
overall coordination of the sustainability strategy, reporting, and answering ESG rating agency queries at
Group level. One core task in the 2023 reporting period was to enhance the Group’s sustainability strategy.

At a decentralized level, each segment has its own sustainability management function, which regularly
shares information and cooperates closely with the Group sustainability team. The segments’ sustain-
ability managers report periodically - in some cases weekly - to the segment management board mem-
ber responsible and several times a year to the full management board and other bodies for the seg-
ment concerned.

This mix of central and local governance structures for sustainability management means that the seg-
ments are responsible for, and manage, certain sustainability topics. The Corporate Sustainability Team
reports to United Internet AG’s CFO, who is also responsible for preparing the sustainability report for
the Group as a whole. Key principles such as sourcing green electricity or the Policy Statement on re-
spect for human rights and environmental due diligence are resolved by the Group Management Board.
Overarching decisions - such as target-setting for the Group-wide sustainability strategy - are also
taken by Group-level management bodies. However, the majority of concrete implementation decisions
- such as on introducing management systems or on what the green electricity strategy should look like
in practice - are taken by the segment management boards. These also build on the sustainability strat-
egy to set segment-specific sustainability goals and targets, taking the starting situation and the impact
of the individual segment’s business activities into account. United Internet’s Supervisory Board fulfills
its duty of oversight by examining the consolidated nonfinancial report ("nonfinancial report”), with the
assistance of an independent external review. v/



v Activities in the 2023 reporting period focused on the following two projects:

m The Group-wide sustainability strategy was enhanced and a sustainability vision and mission was
formulated as part of this (see the section entitled "Vision”). United Internet put in place the struc-
tures needed to operationalize this strategy by defining an overarching model for cooperation be-
tween its central and local sustainability management functions. This also includes management bod-
ies (governance structure). In addition, the Group has set itself the goal of making its commitment to
sustainability and its level of ambition measurable and verifiable. As part of this, Group-wide target
approaches for the material topics were developed and discussed together with the segments’ sus-
tainability management functions and the departments concerned in 2023. Since this process is still
ongoing at the time of reporting, concrete, measurable goals and KPIs will be set in the course of fis-
cal year 2024. After this, the segments will break them down and implement them by defining spe-
cific milestones and measures.

m Preparations for the first CSRD report for fiscal year 2024 took the form of a Group-wide project
in the 2023 reporting period whose aim is to ensure compliance with the new EU reporting require-
ments going forward. Work on developing the future reporting strategy built on the materiality matrix
from fiscal year 2023, its reconciliation to the CSRD requirements, and a comprehensive gap analysis
of future quantitative and qualitative reporting requirements. The necessary transformation of the
Reporting function was started and an evaluation project was used to examine the processes, IT poli-
cies, and software solutions required with the goal of facilitating data capture for everyone involved
going forward, while simultaneously achieving a further improvement in both the availability and the
quality of the data. v

v United Internet’s business depends on continuous dialog and successful cooperation with a wide
range of stakeholders. Close contact with a range of stakeholder groups is particularly vital with respect
to its impact on society and the environment, and for identifying material sustainability aspects during
the materiality analysis, developing the sustainability strategy, setting targets, and determining target
achievement. United Internet uses a variety of different platforms and formats to liaise with stakehold-
ers with the goal of further enhancing communication and cooperation with them and taking their in-
terests into account:

m Customers: United Internet focuses systematically on customer needs and satisfaction, obtaining
feedback in numerous areas. It also engages in an ongoing dialog with its customers using surveys and
during service calls, among other things. Test users and test buyers can generate valuable feedback
for new products.

m Investors: Investors are an important stakeholder group for United Internet. Investor Relations and
the Management Board are in regular contact with them during one-on-one discussions and road
shows. Open, transparent reporting strengthens shareholder trust. v/
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m v Employees: United Internet’s employees are the key to the Group’s success. Only by leveraging
their knowledge, skills, and dedication can United Internet continue to develop and achieve long-
term success. Since employee feedback is vital for United Internet, it regularly conducts surveys,
uses these as the basis for defining measures to be taken, and then provides information on their im-
plementation and the progress made within the Group. In addition, the Management Board engages
in direct virtual dialog with employees about specific issues.

m Business partners: United Internet’s business requires it to work together with a large number of
business partners and supplier companies. These include wholesale service partners, hardware sup-
pliers, call center service providers, and shipping partners, for example. Personal discussions are one
of the mechanisms used with these partners, while United Internet also supports call center service
providers that are training employees, for example.

m Politicians and associations: United Internet maintains a dialog with political decision-makers and
government authorities so as to create a framework for a successful and responsible digital economy
in Germany. One particular issue is ensuring competition, which acts as a driver for innovation, in-
vestment, and consumer benefits. This is why United Internet is a member of associations such as
Bitkom", BREKO®@, BVDWY, eco, and VATM®. In addition, individual departments play an active role
in other relevant associations and bodies.

= Non-governmental organizations: United Internet has worked with the United Nations” Children’s
Fund since 2006 in the United Internet for UNICEF foundation to collect donations and recruit new
sustaining members. v/

Material Topics

v United Internet’s material sustainability topics resulted from the materiality analysis performed in fis-
cal year 2022. No new potential material topics and/or risks arose in the course of the 2023 reporting
period that would have resulted in the need for change. Both the internal Group perspective (impact of
sustainability aspects on United Internet’s business activities = relevance to United Internet’s business)
and the external perspective (impact of United Internet’s business activities on the environment and
society) were taken into account when assessing the topics, so as to determine double materiality. An
external consulting firm that specializes in performing materiality analyses and developing sustainability
strategies, among other things, assisted with the process of determining the material topics both in fis-
cal year 2022 and in the 2023 reporting period. v/

(1) Bundesverband Informationswirtschaft, Telekommunikation und neue Medien e.V.
(2) Bundesverband Breitbandkommunikation e.V.

(3) Bundesverband Digitale Wirtschaft (BVDW) e.V.

(4) Verband der Internetwirtschaft e.V.

(5) Verband der Anbieter von Telekommunikations- und Mehrwertdiensten e.V.



v The 2022 materiality analysis was based on topics that were already known from sustainability man-
agement activities up to then and from earlier materiality analyses. The list of topics was expanded
using environmental and benchmark analyses on political, economic, social, technological, statutory,
and environmental aspects. Additional input came from the dialog (interviews) with the stakeholder
groups mentioned above.

The internal departments (including HR, Compliance, and Information Security, in many cases at both
the Group and the segment level) also discussed the relevant sustainability aspects with the participa-
tion of the management board members concerned. The topics on the updated list from fiscal year
2022 were defined in more detail in the same year together with experts from the main departments
responsible and a common understanding was formulated. A survey was used to establish the employee
perspective on the relevance of the sustainability topics. In addition, virtual one-on-one interviews
were conducted with internal and external stakeholders so as to establish the materiality of the topics
from their perspective as well.

After this, a scoring model was used to assess the double materiality of the topics concerned along the
main value chain. This examined both the topics’ business relevance for United Internet and the poten-
tial and actual impact of the Group’s activities on the environment and society. No risk management
measures were taken into account when examining potential impacts (gross assessment). The final as-
sessment of the topics took the form of a joint workshop with all relevant departments. The results of
the materiality analysis were presented to the Group Management Board and discussed together, after
which the final selection of the material topics and the priorities assigned to them were approved by
the Management Board.

The 2022 materiality analysis was performed in accordance with the requirements of the German Com-
mercial Code (Handelsgesetzbuch - HGB). It will be reviewed for validity in 2024 to comply with the new
statutory requirements set out in the Corporate Sustainability Reporting Directive (CSRD). v/
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v The materiality matrix presents the results of the analyses and summarizes the double materiality as-
sessment. The red-colored topics in the matrix are considered to be material.
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The topics of responsible corporate management, working conditions, and diversity, inclusion, eq-
uity, and accessibility were considered to be material in view of the high scores for business relevance
that they received. In addition, the environmental matters of decarbonization and material efficiency
and circularity have a substantial impact on society and the environment. Information security, digi-

tal participation, and data privacy were assessed as meeting double materiality requirements. In addi-
tion, United Internet treats supply chain responsibility as a material topic in order to increase the re-

silience of, and social and environmental conditions in, its supply chains.

The material topics cover environmental, employee, and social matters, plus respect for human rights
and anti-corruption and bribery. v/



EU TAXONOMY

v The EU Taxonomy (Regulation (EU) 2020/852) is a uniform, binding classification system for environ-
mentally sustainable economic activities. Companies are obliged to report on the results of this classifi-
cation on an annual basis. The aim is for them to provide an overview of which of their activities and in-
vestments are environmentally sustainable. Article 9 of the EU Taxonomy Regulation sets out six
environmental objectives. The 2023 reporting period saw the introduction for the first time of concrete
specifications (technical screening criteria) for environmental sustainability for all six environmental ob-
jectives (Commission Delegated Regulation (CDR) (EU) 2021/2139 and CDR (EU) 2023/2486).

As was the case in the previous year, United Internet determined both Taxonomy eligibility and Taxon-
omy alignment for the first two environmental objectives

m Climate change mitigation and
m Climate change adaptation
for the reporting period.

In line with the European Commission’s requirements, only Taxonomy eligibility was determined for the
four other environmental objectives

m Sustainable use and protection of water and marine resources
m Transition to a circular economy

m Pollution prevention and control, and

m Protection and restoration of biodiversity and ecosystems

for the reporting period. Reference will be made to these environmental objectives later on. v/
Taxonomy-eligible Economic Activities

v United Internet reviewed and reassessed its Taxonomy-eligible economic activities for the reporting

period. The following turnover-generating economic activities from Annex 1 of CDR 2021/2139 (environ-
mental objective: climate change mitigation) and Annex 2 of CDR 2023/2486 (environmental objective:

transition to a circular economy) were identified as Taxonomy-eligible:

As regards the first environmental objective (climate change mitigation), United Internet’s business ac-
tivities can be assigned in particular to Activity 8.1 “Data processing, hosting and related activities”.
United Internet’s Business Applications Segment offers domains, home pages, web hosting, servers,
cloud solutions and e-shops, group work, and online storage, among other things. This segment’s offer-
ing is therefore responsible for the majority of the United Internet Group’s Taxonomy-eligible activities.
The Consumer Applications Segment is home to United Internet’s consumer applications such as online
storage and personal information management. Activities relating to Activity 8.1 were also identified in this
segment. To a limited extent, the Consumer Access and Business Access segments contain Taxonomy-eli-
gible activities that fall within Activity 8.1, since they provide online storage and cloud telephony. v/
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Taxonomy-eligible
Economic Activities

Taxonomy-aligned
Economic Activities

Notes on the KPIs

v As in the previous year, United Internet identified those activities (such as online storage) in which host-
ing and data storage play a key role as Taxonomy-eligible activities for the reporting period. No distinction
was made between hosting and data storage activities using the Company’s own or third-party data cen-
ters. Other activities that only tangentially involve data transfer are not included under Activity 8.1.

The only turnover-generating economic activities by United Internet that can currently be assigned to
environmental objectives 3-6 relate to the “transition to a circular economy” objective. The Consumer
Access Segment refurbishes returned smartphones and resells them to customers as reconditioned
second-hand goods; this corresponds to Activity 5.4 “Sale of second-hand goods”.

Based on our current understanding, the core businesses of other United Internet Group areas are not
covered by the EU Taxonomy. As a result, activities relating to the expansion and use of telecommunica-
tions networks were classified as Taxonomy non-eligible, as was the case in the first two years’ report-
ing. This includes expansion of the public fiber-optic and mobile network and those business activities
and investments relating to the expansion of the network infrastructure, including the equipment loca-
tions.

In addition, material horizontal issues and infrastructure-related topics were identified in connection
with CapEx and OpEx at United Internet:

“Climate change mitigation” environmental objective

m 6.5 "Transport by motorbikes, passenger cars and commercial vehicles,”
i.e., expenditure relating to the vehicle fleet

m 7.7 "Acquisition and ownership of buildings,”
especially via IFRS 16 leases and rights of use in assets

The economic activities mentioned above are assigned solely to the “climate change mitigation” envi-
ronmental objective, since there are currently no adaptation plans containing specific measures for the
activities concerned. Because of this, no CapEx nor OpEx has been assigned to the “climate change ad-
aptation” environmental objective pursuant to Commission Notice C/2023/305 (FAQs). Since the activi-
ties concerned are also not enabling activities within the meaning of this environmental objective that
provide adaptation solutions that can enable another economic activity to reach a substantial contribu-
tion, no turnover has been assigned to this environmental objective. This avoids double-counting. v/



Taxonomy-aligned Economic Activities

v United Internet worked together with the departments concerned to analyze the Taxonomy-eligible
economic activities under the “climate change mitigation” environmental objective using the relevant
technical screening criteria. The technical screening criteria for the “transition to a circular economy”
environmental objective were not examined for the reporting period, in line with the European Com-
mission’s specifications.

The analysis of the economic activities under the “climate change mitigation” environmental objective
produced the results below. v/

Activity 8.1 "Data processing, hosting and related activities”

v United Internet operates an ISO 50001-certified energy management system for its own data centers.
However, the existing measures are not sufficient to meet the EU Taxonomy’s technical screening crite-
ria, since among other things no independent third-party verification of the criteria set out in the

EU Code of Conduct on Data Centre Energy Efficiency was performed. In addition, the third-party data
center operators have not submitted confirmations that they meet the technical screening criteria set
out in the EU Taxonomy. For these reasons, United Internet has not reported any Taxonomy-aligned ac-
tivities under Activity 8.1 for the 2023 reporting period. v/

Remarks on Horizontal Issues and Infrastructure-related Topics

v CapEx and OpEx for horizontal issues and infrastructure-related topics relate to the purchase of
output from Taxonomy-aligned economic activities and to individual measures enabling the target
activities to become low-carbon or to lead to greenhouse gas reductions. This CapEx and OpEx is

therefore limited to the “climate change mitigation” environmental objective (“category (c)”).

Proof must be provided by partner enterprises of the purchase of output from Taxonomy-aligned
economic activities if expenditures are to qualify as Taxonomy-aligned. Partner enterprises were re-
quested to provide such proof for CapEx and OpEx relating to activities 6.5 and 7.7. At present, no suffi-
cient proof is available demonstrating that the criteria required have been met. As a result, the ex-
penditure has not been reported as Taxonomy-aligned for the 2023 reporting period. v/

v In line with Commission Notice (C/2023/305 (FAQs)), United Internet did not perform a Taxonomy
alignment assessment for those activities that are not material to its business activity due to the lack of
data and proof of compliance with the technical screening criteria. v/
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Notes on the KPIs

Notes on the KPlIs

v The key performance indicators (KPIs) reported pursuant to the EU Taxonomy Regulation (turnover,
CapEx, and OpEx) are based on the figures given in United Internet AG’s consolidated financial state-
ments. United Internet AG’s consolidated financial statements were prepared in accordance with the
International Financial Reporting Standards (IFRSs) as adopted by the European Union (EU) and the rele-
vant supplementary regulations set out section 315e (1) of the German Commercial Code (Handelsge-
setzbuch - HGB).

The turnover, CapEx, and OpEx identified as associated with Taxonomy-eligible activities and the total
amounts used were reconciled with the relevant population at Group level. This permitted potential
double-counting to be monitored and prevented. v/

m Turnover

v The Delegated Act on reporting requirements defines turnover as the revenue recognized pursuant
to IAS 1.82(a). The “turnover” KPI disclosed for the United Internet Group represents the ratio of the
turnover from Taxonomy-eligible economic activities to total revenue. Total revenue can be taken from
the statement of net income in United Internet AG’s consolidated financial statements (see the section
entitled “Explanations of items in the income statement - 5. Sales/segment reporting”). The denomina-
tor of the “turnover” KPI is based on consolidated net revenue.

The numerator of the “turnover” KPI is defined as that part of the net revenue from good and services
that is associated with Taxonomy-aligned economic activities. United Internet’s data center products and
the sale of refurbished devices are currently the only turnover-generating activities that are Taxonomy-
eligible. The turnover from products and rate plans that are associated with Activity 8.1 "Data processing,
hosting and related activities” and Activity 5.4 “Sale of second-hand goods” was assigned accordingly in
the segments concerned. Taxonomy-eligible turnover accounted for 24.1% of total revenue in the 2023
reporting period. It was not possible to report any Taxonomy-aligned turnover for Activity 8.1. v/

m CapEx

v The “CapEx” KPI is based on the additions to property, plant, and equipment and intangible assets in
the fiscal year under review before depreciation, amortization, and any remeasurements for the fiscal
year in question; no adjustments are made to the fair values (in particular application of IAS 16, IAS 38,
and IFRS 16 leases with rights of use in lease assets). The overall figure for capital expenditure used for
the EU Taxonomy is disclosed in the consolidated financial statements under the “Explanations of items
in the income statement - 5. Sales revenue/segment reporting” section; see the last column (*United
Internet Group”) for the line item entitled “Investments in intangible assets and property, plant, and
equipment (without goodwill)” in the table. This capital expenditure represents the denominator for the
CapEx KPI.

The numerator of the CapEx KPI corresponds to those parts of the denominator

m relating to assets or processes that are associated with Taxonomy-aligned economic activities (“cat-
egory (a)”)

m or relating to the purchase of output from Taxonomy-aligned economic activities and individual
measures enabling the target activities to become low-carbon or to lead to greenhouse gas reduc-
tions (“category (c)”). v/


https://www.united-internet.de/investor-relations/publikationen/berichte.html
https://www.united-internet.de/investor-relations/publikationen/berichte.html
https://www.united-internet.de/investor-relations/publikationen/berichte.html

v The investments were assigned to the various Taxonomy activities using the asset classes concerned.
A distinction was made in the case of the "IFRS 16 leases” asset class between buildings and data cen-
ters. Capital expenditure on these asset classes was generally assigned to Activity 7.7 “"Acquisition and
ownership of buildings.” However, where this capital expenditure relates to data centers, it is assigned
to Activity 8.1 "Data processing, hosting and related activities.” The share of Taxonomy-eligible invest-
ments in the 2023 reporting period was 10.4%. It was not possible to report any Taxonomy-aligned
CapEx. v

m OpEx

v The “OpEx” KPI is based on the direct, non-capitalized costs that relate to research and development
(R&D), building renovation measures, short-term leases, and maintenance and repair of property, plant,
and equipment by the Company or third parties that are necessary to ensure the continued functioning
of such assets. Commission Delegated Regulation (EU) 2021/2178 requires training costs to be included
in the numerator. Consequently, these cost centers must also be included in the denominator.

At United Internet, the OpEx KPI represents that part of operating expenses as defined by the EU Tax-
onomy that

m is associated with a Taxonomy-aligned economic activity (“category (a)”)

m or relates to the purchase of output and individual measures enabling the target activities to become
low-carbon or to lead to greenhouse gas reductions, and to specific building renovation measures
(“category (c)).

United Internet’s Taxonomy-eligible share of operating expenditure was determined by analyzing the
cost centers for building renovation measures and short-term leases, plus its expenditure on mainte-
nance and repair. The share of Taxonomy-eligible operating expenditure was 21.5% in the 2023 report-
ing period. It was not possible to report any Taxonomy-aligned OpEx. v/

Overview of KPIs

v Turnover v CapEx v OpEx
in € million in % in € million in % in € million in %
Total figures for the United Internet Group 6,213.2 100.0% 1,089.1 100.0% 105.4 100.0%
of which Taxonomy-non-eligble 4,716.8 75.9% 976.1 89.6% 82.7 78.5%
of which Taxonomy-eligble 1,496.4 24.1% 113.0 10.4% 22.7 21.5%
ce” 5.4 Sale of second-hand goods 20.7 0.3% 0.0 0.0% 0.1 0.1%
coM? 6.5 Transport. by mqtorb\'kes, passenger cars and light 0.0 0.0% 67 0.6% 5 1.4%
commercial vehicles

CCM 7.7 Acquisition and ownership of buildings 0.0 0.0% 30.5 2.8% 0.0 0.0%
CCM 8.1 Data processing, hosting and related activities 1,475.7 23.8% 75.8 7.0% 211 20.0%
of which Taxonomy-aligned 0.0 0.0% 0.0 0.0% 0.0 0.0%

() CE = Circular Economy

(2) CCM = Climate Change Mitigation

v The Taxonomy KPIs are given in the Annex (pages 82-84). United Internet is not affected by any eco-
nomic activity in connection with electricity generation from fossil gaseous fuels or nuclear energy.
United Internet has therefore not disclosed the information provided for in templates 2-5 of this regu-
lation. Template 1is shown on page 85. v
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CORPORATE RESPONSIBILITY

v The “Corporate Responsibility” chapter covers the material topics of responsible corporate man-
agement and supply chain responsibility, which report among other things on compliance and anti-
corruption and on respect for human rights.

United Internet considers itself to have an obligation to ensure the Group’s continued existence by
managing it responsibly and for the long term. This means complying with all relevant laws, regulations,
standards, and ethical practices. Its defined Corporate Values, its Leadership Principles, and the Code
of Conduct serve as the basis for enabling fair, respectful dealings with all stakeholder groups and for
preventing corrupt business practices.

For United Internet, compliance is the precondition for doing business successfully in the long term and
hence an integral part of all Group activities. The Code of Conduct for employees summarizes the key
rules and lays the foundations for lawful and ethically unobjectionable behavior. It contains instructions
on how to ensure fair competition and anti-corruption, and gives concrete recommendations for actions.

United Internet considers supply chain responsibility - especially in the areas of environ-
mental protection, and labor and human rights - to be a material topic since it does busi- For United Internet, re-
ness not only in its home market of Germany but also in other European countries and sponsible corporate gov-
North America. Human rights comprise not only fundamental rights such as the rights to
life, freedom, and equality, but also a wide range of aspects from the world of work, such
as the prohibition on discrimination and ("modern”) slavery, and the right to rest. Other own activities.
aspects relate to the internet and the digital arena; these include freedom of opinion and
information, and the protection of privacy.

ernance does not stop at its

What is more, external regulatory factors are increasingly putting the spotlight on this topic and on the
expectation that the Company will examine the way it works with business partners and suppliers.
Measures such as the German government's National Action Plan for the Implementation of the UN
Guiding Principles on Business and Human Rights ("NAP”) and the German Supply Chain Due Diligence
Act (Lieferkettensorgfaltspflichtengesetz - LkSG), which entered into force in January 2023, should be
mentioned here.

The basic principle regarding business partnerships and supplier relationships is that companies in Ger-
many are subject to the same strict statutory requirements as United Internet itself. In addition, tele-
communications is largely a regulated market. The integrity of United Internet’s business partners is es-
sential, since negative events could reflect on United Internet and hence lead to market and
reputational risks. v’

Contribution to the Sustainable Development Goals (SDGs)

INDUSTRY, INNOVATION Build resilient infrastructure, promote inclusive and sustainable industrialization and
AND INFRASTRUCTURE q q
foster innovation.

o
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Responsible Corporate Management

Corporate Governance

v United Internet’s corporate governance activities are based on the German Stock Corporation Act
(Aktiengesetz - AktG) and on the requirements of the German Corporate Governance Code (the
“Code”). The Supervisory Board and the Management Board provide information about the Company's
corporate governance annually in their Corporate Governance Statement. The Company can depart
from the Code's recommendations but is then required to disclose this every year in a declaration of
compliance pursuant to section 161 of the AktG, and to provide a justification for this ("comply or ex-
plain”).

United Internet AG’s Management Board and Supervisory Board consider it their duty to ensure the
Group'’s continued existence, and to create sustainable value, by managing it responsibly and for the
long term. For United Internet, running a business involves more than pursuing economic goals - the
Company also sees itself as having an obligation to society, the environment, employees, and other
stakeholders.

As early as May 2021, the Annual General Meeting expanded the Management Board remuneration sys-
tem to include ESG criteria in the short-term variable remuneration that forms part of the perfor-
mance-related remuneration components. This applies to new contracts of service with Management
Board members and has been implemented in the target agreement process since fiscal year 2022. The
target component is designed to focus Management Board members’ attention on sustainability issues,
and to create an incentive for addressing them. The compensation paid to the Management Board and
the Supervisory Board is set out in the Remuneration Report, which is available on the website. Basic
information can be found in United Internet AG’s Articles of Association. v/

v United Internet’s diversity objective for the Management Board and Supervisory Board is for these
bodies to include a wide variety of different people and, as a whole, to have a sufficient breadth of
opinion and knowledge. Among other things, this requires the members of the individual bodies to com-
plement each other with respect to their experience and their educational and professional back-
grounds, so as to have a good understanding both of the Group’s current business activities and of its
longer-term opportunities and risks.

For information about United Internet AG’s Management Board and the Supervisory Board, please see
the chapter section of the United Internet Group’s Management Report entitled "Corporate Gover-
nance Statement.” v/


https://www.united-internet.de/fileadmin/pdf-xml/corporate-governance/2023/United_Internet_Statute_September_23_en.pdf
https://www.united-internet.de/en/investor-relations/corporate-governance.html
https://www.united-internet.de/en/investor-relations/publications/reports.html
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Values and Principles

v United Internet’s defined Corporate Values, Leadership Principles, and Code of Conduct are at the
heart of its everyday work. These are broken down in more detail and fleshed out in the Company’s in-
dividual segments. For example, the Business Applications Segment supplements them with its Business

Principles.

Corporate Values

Our values strengthen our self-
image and provide a framework for
how to act. Only a set of common
beliefs enable us to think and act
together. Our values apply in our
dealings with one another and with
customers and business partners.
A commitment to success
Agility

A sound approach

Fairness

Openness

Responsibility

Leadership Principles

Our leadership philosophy is based

on making people successful. Our

leadership guidelines define the

following characteristics for our

managers:

B We take responsibility and
display courage

M We are co-entrepreneurs

B We act as role models

B We empower staff and motivate
them to do their best

m We lead through active dialog

B We promote a strong team
culture

Code of Conduct

Our Code of Conduct links our
corporate values with our internal
guidelines. It sets out shortly and
succinctly how to act in compliance
with our values, the law, and our
guidelines. It uses examples to
illustrate key principles and make
concrete recommendations on how
to deal with colleagues, business
partners, investors, competitors,
customers, and the media.

The Corporate Values, Leadership Principles, and Code of Conduct are permanently available on the in-
tranet and in some cases on the internet as well. v/

Risk Management

v The United Internet Group’s risk and opportunities management policy aims to preserve and enhance

the organization’s assets by exploiting opportunities and identifying and managing risks at an early stage.
Walking the talk in this way ensures that United Internet can do business in a controlled organizational
environment. The policy sets out a responsible approach to dealing with the uncertainties that are an

inevitable part of doing business. This also covers recruitment, staff development, and staff retention

aspects, along with how to deal with environmental risks. For further information, please see the "Risk,

Opportunity, and Forecast Report” in United Internet’s Management Report.

The risk management processes and documentation were adapted in the 2023 reporting period to re-

flect the insights from the materiality analysis performed. One of the goals here is to enhance the visi-
bility of those risks in the risk portfolio that are associated with sustainability topics and to harmonize

the sustainability and risk management processes to a greater extent. v/
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https://www.united-internet.de/en/
https://www.united-internet.de/en/investor-relations/publications/reports.html
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Compliance

v For United Internet, compliance means observing all statutory requirements and internal organiza-
tional guidelines, and acting in accordance with the Corporate Values.

United Internet is aware that breaches of statutory provisions and requirements do not just have legal
consequences and run the risk of fines; they also entail a loss of trust placed in the Company by its
shareholders, customers, business partners, and employees. United Internet AG’s Management Board
has established a Group-wide risk-based compliance management system (Ul CMS) to preserve this
trust and ensure compliance with statutory requirements and internal guidelines.

The Ul CMS is described in the compliance guidelines. These binding Guidelines for the United Internet
Group’s Compliance Functions define the roles and responsibilities in the Group-wide, cross-segment
Compliance organization. They are supplemented by a cooperation model, which is regularly updated
and expanded to include new issues. The compliance guidelines underpin compliance policies that sup-
plement and specify the requirements in more detail. Taken together, the compliance guidelines, the
cooperation model, and the compliance policies that build on them to form the United Internet Group’s
compliance framework.

The overarching objective of all compliance activities is to prevent compliance violations. The aim is to
achieve this by taking appropriate measures that are aligned with the Company’s risk position. The three
levels of activity - "Prevent, Detect, and Respond” - are observed in all cases.

Corporate Compliance helps Group companies and segments to conduct their business activities in line
with the rules. The focus is on anti-corruption, policy management, establishing confidential reporting
channels, and protecting whistleblowers. v/

v The Group-wide compliance organization comprises the Corporate Compliance department at the
level of the holding company plus local compliance units at segment level. One of Corporate Compli-
ance’s key tasks is to manage and monitor the Group-wide Ul CMS; the detailed design of the segment-
specific CMSs takes place at Segment Compliance level.

At some subsidiaries, local compliance managers perform their role in addition to their other duties,
while certain functions such as Human Resources (HR) have dedicated compliance managers to provide
support.

Corporate Compliance established a Group Compliance Committee during the reporting period. This
serves as a platform for structural information sharing between Corporate Compliance and Segment
Compliance with the goal of helping to give Compliance a “uniform look” throughout the Group and har-
monizing ongoing development of the Ul CMS. v/
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v In addition, Corporate Compliance established a consultative Whistleblowing Committee in the re-
porting period, which meets on an ad hoc basis. The Whistleblowing Committee is responsible for as-
sessing significant tip-offs regarding potential compliance violations, and makes recommendations on
how to deal with such tip-offs. The Whistleblowing Committee is convened by the Segment Compliance
Manager responsible and comprises representatives of Corporate Compliance and the Segment Compli-
ance unit concerned, plus other relevant functions such as Corporate Audit or HR as required.

The Head of Corporate Compliance, representing the entire Group-wide Compliance organization, re-
ports directly to the Group General Counsel, the Chief Financial Officer (CFO), and the Audit and Risk
Committee of United Internet AG’s Supervisory Board. v/

v The Code of Conduct for employees is the foundation for behaving in line with the rules. It summa-
rizes the main rules, explains them using examples, and gives concrete recommendations on how to act.
At the same time, the Code refers to the key internal policies, offering employees a rapid overview.
Among other things, the Code of Conduct for employees contains rules on anti-corruption. Building on
the Corporate Value of “fairness”, the Code of Conduct clearly sets out the measures taken to prevent
corruption and uses concrete examples to explain what the Group means by anti-corruption.

Corruption is not tolerated, regardless of where it happens, whom it targets, or what the reason for it
is. In line with this, directly or indirectly offering or granting any form of undue benefits (bribery), and
requesting or accepting such benefits (corruption), are prohibited. An e-learning course is used to fa-
miliarize employees with the content of the Code of Conduct in an interactive, easily understandable
way. It is an integral part of the onboarding process for new staff. In addition, new employees in Ger-
many are made aware of the importance of compliance issues “face to face” during the virtual "wel-
come days” for compliance.

These basic rules are set out in more detail in the internal Anti-corruption Policy. The policy is supple-
mented by confidential personal reporting channels and IntegrityLine, an electronic whistleblower sys-
tem. These reporting channels provide employees with confidential contact points outside their imme-
diate working environment.

Both event-driven and activity-based measures are used to benchmark whether the compliance goals
have been met. The event-driven KPIs include both the number of tip-offs regarding potential compli-
ance violations and the number of confirmed cases. A thorough review of all reports received did not
reveal any incidents of bribery or corruption in the 2023 reporting period, as had also been the case in
2022.

The activity-based KPIs include the participation rate for the e-learning course on the Code of Conduct
(referred to as the “e-learning course” for short).

A total of 1,405 new staff were invited to take the e-learning course in the 2023 reporting period, while
1,142 (2022: 1,546) employees™ have successfully completed it. This corresponds to a ratio of 81.3%
(2022: 77.6%) of new recruits in the Corporate, Consumer Access, Consumer Applications, and Business
Applications segments in the reporting period who were still active as of December 31, 2023. As a re-
sult, the target ratio of 80% was achieved. v/

(1) Not including Business Access Segment employees.

23
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Supply Chain Responsibility

v Supply chain responsibility is an important way of ensuring sustainable Group value creation above
and beyond its own operations, and hence making a further contribution to the environment and soci-
ety. Business relationships that are built around close partnerships are the basis for successful cooper-
ation, and for a resilient and sustainable supply chain. This topic has become even more important
given the requirements of the German Supply Chain Due Diligence Act (Lieferkettensorg-
faltspflichtengesetz - LkSG).

United Internet described the approach and the processes it has put in place to implement the LkSG in
a Policy Statement during the reporting period. A dedicated report is used to report on compliance
with the due diligence requirements set out in the LkSG. v/

Description of the Supply and Value Chain

v United Internet is an access and applications provider that supplies consumers and businesses with
internet-based applications - both as independent products in the Applications Division and in combi-
nation with fixed network and mobile access products in the Access Division. The United Internet Group
sees its role as being to examine and positively influence its impact on the environment and society in
all links in its value chain. v/

The following graphic shows a simplified overview of the United Internet Group’s supply and value chain:

Our value added

Wholesale Distribution
. services Access and applica- Use of products End of use
Raw materials ) tions (information, Sales, shipping, and services Disposal/recyclin
Devices/products, communication, servicing 2 S

network services entertainment)

v United Internet sources network services, domains, licenses, and ICT products such as devices and
servers from the upstream value chain. In turn, these wholesale services are based in some cases on a
multistage upstream value chain stretching all the way back to raw materials extraction.

The wholesale services provided for the Access Division - and especially network services (mobile and
fixed network) - represent a significant component of total wholesale services. Until 1&1 started provid-
ing mobile services via its own network, it had access to Telefénica’s mobile network in Germany in the
reporting period and also used capacity provided by other wholesale service providers such as Voda-
fone’s mobile network. 1&1 started successively migrating existing customers using these networks to the
1&1 mobile network since the end of 2023.

Servers and devices such as smartphones and tablets, which are sourced from international manufac-
turers, have an environmental impact. In particular, their electronic components can be relevant from
the raw materials extraction phase onwards. v/


https://www.united-internet.de/fileadmin/company/verantwortung/Declaration_of_Principles_on_Human_Rights_United_Internet_EN.pdf
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v The social and environmental perspective is especially relevant here, since raw materials in particular
are frequently mined in countries in which the standards for working conditions and environmental pro-
tection alike are lower than in Germany, for example. United Internet analyzes these human rights and
environmental risks continuously as part of the risk analyses it performs for suppliers, countries of
origin, and product groups. v/

v The figure provides a more detailed breakdown of the
red link entitled “United Internet’s value added” in the
ment/ value chain shown earlier. United Internet primarily adds

enhantie- value in the areas of product development and enhance-
men

Product
develop-

ment, marketing, sales, and customer care. In addition,
the Group has its own logistics capabilities. Its products
and services are based around the operation of its own

Data centers

Customer

care fiber-optic Marketing

data centers and fiber-optic networks.
network

United Internet adds most of the value it creates in Ger-
many or in other EU or OECD countries. Impacts on the
Logistics environment and society, such as the energy consumed by
data centers, the impact of transportation and logistics, or
United Internet’s responsibility as an employer, are exam-
ined in detail in the relevant chapters of this sustainability report. In addition, potential human rights
and environmental risks are assessed across all locations using dedicated risk analyses. v/

v United Internet also uses service providers to perform some parts of its sales and customer service B
operations. Downstream activities can be highly relevant, since in many cases the contracts underlying

the fee-based subscriptions (more than 28 million) and ad-financed free accounts (roughly 40 million)

result in long-term customer relationships. This means that the use phase for products (e.g., with re-

spect to data privacy and information security) is a material part of the business - including from a sus-
tainability perspective.

Equally, environmental topics are relevant. Deliveries and journeys by service providers use fuel and
emit greenhouse gases. In addition, disposing of or recycling retired devices and IT equipment in an en-
vironmentally friendly manner is a relevant environmental factor, which is why United Internet works
with specialized business partners in this area. v/
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Responsibility for Human Rights Due Diligence and Environ-
mental Due Diligence

v United Internet is aware of its responsibility for people and the environment, and lives up to its social
responsibility. This applies both to its own operations and to its supply chain. United Internet shares re-
sponsibility for compliance with human rights and environmental due diligence requirements with its
business partners and makes this the basis of cooperation, so as to build reliable, long-term relation-
ships and assume responsibility together. v/

v" United Internet ensures compliance with human rights and environmental due diligence requirements,
both in its own operations and in its supply chain, by embedding workflows and responsibilities in its
core business processes. Among other things, this includes appointing a central Human Rights Officer to
monitor risk management, plus human rights coordinators in relevant functions such as Procurement,
Human Resources, and Sustainability. These are responsible for coordinating implementation of the due
diligence requirements in the relevant business processes at the level of the individual functions. v/

v United Internet has developed policies for analyzing human rights and environmental risks in its own
operations and in its supply chain. These risk analysis policies were used by the functions and organiza-
tional units affected in the 2023 reporting period as the basis for analyzing potential risks at their own
locations and within the supply chain. These risk analyses will be integrated in the organization and, to a
certain extent, in the systems used and will be performed annually and ad hoc going forward.

m A guestionnaire and a related assessment policy were developed for use in risk analyses of
United Internet’s own operations, allowing it to determine, weight, and prioritize human rights and
environmental risks. The individual risk categories are assessed for each location or location clus-
ter by the contacts in the functions concerned, based on the probability of occurrence deter-
mined for them and their expected severity (impact, scope, irreversibility). A variety of assessment
categories are taken into account, such as the existence of a certified management system, clear
roles and responsibilities, procedural instructions, established processes and practices, and KPIs
and reporting structures. The results of the risk analysis are fed into United Internet’s corporate
decision-making processes on an ongoing basis and serve as the basis for identifying appropriate
goals and targets, and preventive and corrective measures.

m A proven software solution is used to perform risk analyses in the supply chain; this is initially be-
ing used to assess the country and sector risks with respect to human rights, environmental, and
ethical risks. This abstract (gross) risk analysis is then used to determine and prioritize potential
high-risk suppliers. These “gross risk suppliers” are then discussed by the human rights coordina-
tors in the Procurement department and the purchasing agents responsible for the suppliers con-
cerned. The dialog covers both the gross risk identified and the existing and future preventive
measures taken or to be taken in response to them.

A net risk assessment of the suppliers is then performed, taking established preventive measures into
account, after which additional preventive measures are determined. In addition, insights gained in the
course of the grievance procedure are included in the risk analysis. v/
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v A large number of measures have been systematically incorporated into the workflows in United In-
ternet’s own operations. Among other things, this applies to the Human Resources function’s processes,
procedural instructions, and responsibilities. These cover human rights due diligence requirements such
as the prohibition on child labor and forced labor, ensuring appropriate remuneration and working con-
ditions, and nondiscrimination of employees. Measures include appropriate contracts of employment,
audits of temporary employment agencies, regular salary reviews and minimum wage audits, internal re-
muneration guidelines, internal audits, and regular training on diversity and equal opportunities. For ex-
ample, occupational health and safety issues are addressed using annual safety inspections and regular
classroom training and safety courses. v/

m Internal Code of Conduct

v United Internet AG’s Code of Conduct sets out rules for how the Group and its employees should be-
have, and covers human rights and environmental due diligence requirements in its own operations. The
Code of Conduct has been implemented at all United Internet AG companies and is binding on all em-
ployees. An e-learning course on the Code of Conduct is used to familiarize employees with its content
in an interactive, easily understandable way, and is an integral part of the onboarding process. v/

m Code of Conduct for Business Partners

v The Code of Conduct for United Internet AG’s Business Partners (or the "Code of Conduct for Busi-
ness Partners” for short) sets out the minimum requirements that must be observed by United Inter-
net’s suppliers. United Internet expects that business partners will also pass on the standards set out in
the Code of Conduct for Business Partners to their own suppliers. The Code specifies how the require-
ments are to be met and draws attention to the established grievance procedure for reporting any po-
tential violations. For example, United Internet provides employees at its business partners who want to
notify it of potential violations (especially in the areas of human rights and the environment) with a con-
fidential reporting channel. v/

m Supplier management

v United Internet is systematically expanding its supplier management. A dedicated software solution is
used to assess suppliers for potential sustainability risks, and sustainability impact assessments are then
performed on a risk- and event-driven basis. In future, the supplier management process will specifi-
cally address human rights and environmental risks in the supply chain. This will cover supplier selection
on the basis of defined requirements and qualification criteria, supplier assessment and control, and
supplier development. v/
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https://www.united-internet.de/fileadmin/company/verantwortung/Supplier_Code_of_Conduct_United_Internet_AG.pdf
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v United Internet has established confidential reporting channels to enable risks and adverse impacts
to be identified at an early stage. By appointing compliance managers and designated persons of trust,
the Group has created confidential points of contact outside of the immediate working environment.
These personal reporting channels are supplemented by an electronic whistleblowing system that en-
ables whistleblowers to remain anonymous if desired.

The goal of these grievance mechanisms is to become aware of any human rights complaints at an early
stage and to get to the bottom of all complaints regarding human rights violations. The Management
Board is informed every quarter of human right complaints, incidents, and material adverse impacts as
part of compliance reporting.

Group Compliance received eight reports of possible violations with potentially adverse human rights
impacts in fiscal year 2023. All of these underwent a plausibility check.

Violations were found to have occurred in two cases, and corrective actions were launched and imple-
mented in both of these. No violations were found to have occurred in six cases, and no further
measures were required with respect to these. v/

v United Internet is committed to observing the United Nations” Universal Declaration on Human Rights
and bases its activities on the UN Guiding Principles on Business and Human Rights. United Internet has
included principles designed to ensure respect for human rights in its Corporate Values and Code of
Conduct. This applies both to its internal Code of Conduct for employees and to its Code of Conduct
for Business Partners.

United Internet AG’s senior management published a Policy Statement in the reporting period. This de-
scribes the Group’s approach to implementing the human rights and environmental due diligence require-
ments set out in the German Supply Chain Due Diligence Act (Lieferkettensorgfaltspflichtengesetz - LkSG),
and covers its human rights strategy and what it expects from employees and business partners. v/


https://www.un.org/en/about-us/universal-declaration-of-human-rights
https://www.united-internet.de/fileadmin/company/verantwortung/Declaration_of_Principles_on_Human_Rights_United_Internet_EN.pdf
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DIGITAL RESPONSIBILITY

v The “Digital Responsibility” chapter covers the material topics of digital participation, information
security, and data privacy.

As an internet specialist, United Internet is laying the foundations for the digital transfor-
mation of the economy and society. The Group aims to enable everyone to participate in United Internet’s aim is to
the digitalization process, and to that they can do this securely and accessibly. From an enable everyone to partici-
information security and data privacy perspective, the confidentiality, availability, and in-
tegrity of information have top priority. United Internet considers data privacy to be an
inalienable basic right. In line with this, enabling customers to decide for themselves just process, and to ensure that
how their data should be handled and protected is part of United Internet’s DNA. they can do this securely.

pate in the digitalization

The material topics discussed in this chapter are closely linked to the individual segments’
business models. For this reason, the management board members for the segments concerned are di-
rectly responsible for digital responsibility. v/

Contribution to the Sustainable Development Goals (SDGs)

QUALITY Ensure inclusive and equitable quality education and promote lifelong learning
EDUCATION opportunities for all.

|

INDUSTRY, INNOVATION Build resilient infrastructure, promote inclusive and sustainable industrialization and
A MRASTRUC e foster innovation.

o

17 PARTNERSHIPS Strengthen the means of implementation and revitalize the global partnership for

FOR THE GOALS

&

Digital Participation

sustainable development.

v Digitalization is transforming both the economy and society. Numerous initiatives are currently ad-
dressing the framework for digital transformation at the political, civil society, and business levels.
United Internet is convinced of the need for everyone to be able to participate in the digitalization pro-
cess. In addition, topics such as freedom of opinion and information, the protection of privacy, and the
right to participate in cultural life are now inextricably linked with the digital space. Consequently, the
internet and the digital transformation process also play a critical role with respect to human rights. v/
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v As a European internet specialist, United Internet sees its role as building bridges to a digital future.
Its goal is to offer consumers and companies broadband internet access and powerful cloud applica-
tions, providing full and secure access to the numerous opportunities offered by the internet as a uni-
versal infrastructure for information, communication, entertainment, and e-business. United Internet’s
Consumer Access, Business Access, Consumer Applications and Business Applications segments aim to
contribute actively to ensuring that everybody can participate freely in the digital transformation pro-
cess, and to give them the space and opportunity to roam the internet safely and confidently. The abil-
ity to control one’s own data is part of this digital sovereignty. Customer security when using its prod-
ucts and services is paramount for United Internet. v/

Germany’s Fourth Mobile Network

v United Internet’s subsidiary 1&1 AG successfully participated in Germany’s 5G frequency auction in the
summer of 2019, laying the foundations for constructing the country’s fourth mobile network. As a new
network operator, 1&1 has focused right from the start on innovative OpenRAN technology - a fully vir-
tualized mobile network in the private cloud. United Internet had already proven that Open-RAN tech-
nology works by launching its network in December 2022. This was when the Company went live with its
"6G at home” service - a 5G fixed network product implemented using mobile technology - at its first
mast locations. The next step in December 2023 was to go live with the mobile services needed for
smartphone usage. This means that the technology for German’s fourth mobile network is now fully op-
erational. v/

v 1&1is building Europe’s most modern 5G network on the basis of innovative OpenRAN technology. In
contrast to traditional network architectures, the OpenRAN approach makes a strict distinction be-
tween software and hardware. All network functions for 1&1’s OpenRAN reside in the private cloud and
are managed at the software level. Regional edge data centers are connected to the mast locations,
which are a maximum of 10 kilometers away, via fiber-optic cables. Applications running on this infra-
structure benefit from extremely short transmission routes. All masts are connected by fiber-optic ca-
bles and equipped with gigabit antennas.

Another key advantage of OpenRAN technology is its large partner ecosystem. Clearly defined, stand-
ardized interfaces in 1&1's OpenRAN permit flexible cooperation with different manufacturers on the
market. In addition, the aim is to ensure efficient network operation by systematically separating soft-
ware and hardware. The decentralized network infrastructure allows capacity to be adapted as needed
to local use frequency. Among other things, this includes automatically switching off servers, antenna
components, or entire cells when loads are low (e.g., in industrial estates at night). Cell loads are calcu-
lated continuously and predictive power-off mechanisms are activated automatically.

As is the case with conventional mobile networks, ensuring the security of OpenRAN networks requires
in-depth risk analysis and continuous monitoring of all security-related criteria. 1&1 commissioned its
equipment supplier Rakuten, which operates an ISO 27001-certified security management system, to
perform detailed risk analyses. The Company welcomes the study by the BSI (Germany’s Federal Office
for Information Security) on security in OpenRAN mobile networks and the security recommendations
that this contains, and is in regular contact with the authority. In addition, 1&1is a member of the inter-
national O-RAN Alliance, whose expert bodies analyze the security of OpenRAN technology in depth,
and continuously enhance it. v/
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v 1&1is working together with international software partners on its active network structure. These
partners are responsible for developing the passive infrastructure - the mast locations. 1&1 has entered
into an intercompany agreement with its sister company 1&1 Versatel to connect the mast locations with
the fiber-optic cables and to run the edge data centers in the new 1&1 OpenRAN. This gives it access to
one of Germany’s largest fiber-optic networks. Where 1&1 cannot yet provide its own services during the
construction phase for the Open RAN, national roaming kicks in and automatically passes customers
through to Telefénica’s network. This means that 1&1 can offer more than 12 million mobile network cus-
tomers comprehensive mobile telecommunications services right from the start. From the summer of
2024 onwards, the company will have access to national roaming via the Vodafone network and this will
be used exclusively once work has been completed - at the latest in October 2024. United Internet an-
nounced this partnership with Vodafone in August 2023.

The network development requirements set by the Bundesnetzagentur (the Federal Network Agency)
stipulated that an initial milestone - establishing 1,000 5G mast locations - should be reached by the
end of 2022. Unexpected and substantial delays on the part of its main supplier meant that 1&1 did not
meet this initial milestone until one year later. In more detail, 1,063 mast locations were ready for 1&1 as
of December 31, 2023; these are being successively connected to fiber-optic cables and fitted with
gigabit antennas. In the meantime, 1&1 is seeing a steady increase in capacity from its four development
partners. As a result, the company still has its long-term targets of supplying one-quarter of German
households by the end of 2025 and half by the end of 2030 firmly in its sights. v/

1&1 Versatel’s Fiber-optic Network

v The digital transformation of the economy and society is proceeding faster than ever before in the
post-COVID era. No company wants to lag behind the competition simply because their internet con-
nections are not powerful enough to permit them deploy technologies such as cloud or edge compu-
ting, the metaverse, or Internet of Things (loT) applications. Making this a reality depends on having
high-performance fiber-optic networks everywhere in Germany.

1&1 Versatel’s fiber-optic network permits economic efficiency and lets society share in more powerful
and more rapid data transfer. Today’s state-of-the-art technology now permits internet speeds of up to
100 GBit/s - the most powerful transmission technology by far. What is more, demand for greater band-
width is constantly rising. v/
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v Germany still has some catching up to do when it comes to direct fiber-optic connections, which are
not yet available everywhere. This is why 1&1 Versatel is continuously expanding its own fiber-optic net-
work:

= Industrial estates
The company is systematically connecting industrial estates

m Expansion near railway lines
The continuous expansion of the network on the back of regional fiber-optic campaigns (such as
those relating to the expansion of the 5G network), among other things

m Customer networks
Expansion of the network by building networks for (major) customers

m Partnerships
Use of existing fiber-optic infrastructure belonging to other network operators. 1&1 Versatel provides
services in a variety of areas and degrees of vertical integration, from network operations support
down to wholesale telecommunications services

m Acquisitions
The acquisition of existing infrastructure

The network was continuously expanded in recent years and further enhanced for business customers
by adding more powerful network technology. This continuous network expansion means that 1&1 Ver-
satel has one of the largest and most powerful fiber-optic networks in Germany and already provides
companies in a large number of cities and municipalities with high-speed internet services. The fiber-
optic network was 61,566 km long at the end of the 2023 reporting period (2022: 55,459 km). Regular
reports submitted to senior management are used to monitor the number of fiber-optic connections to
the network that have been commissioned and produced. v/

Secure Internet and Cloud Communication

United Internet offers users solutions for secure, data privacy-compliant internet-based communication
and cloud services. The Group’s "E-Mail made in Germany” and "Cloud made in Germany” initiatives un-
derscore its commitment to ensuring the secure dispatch and receipt of private e-mails, and to pro-
tecting digital privacy in the cloud. In addition, the application portfolio is being steadily expanded and
now comprises additional solutions for managing personal data such as appointment and address man-
agement tools, office applications, and homepage solutions. United Internet also offers users a broad,
freely accessible news offering, since the ongoing processes of digitalization means that more and more
people are getting their information and news from the internet. United Internet is aware of its social
responsibility in this context, too.
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The Group’s GMX, WEB.DE, and 1&1 portals offer users not only e-mail and cloud services but also unre-
stricted access to content from their own, independent editorial team. 10% of Internet users in Ger-
many use GMX and 12% use WEB.DE every week as sources of news. What is more, 6% of users (GMX)
and 7% (WEB.DE) access the two freemail portals to obtain information at least three times a week.
These figures are sourced from the Reuters Institute’s Digital News Report 2023.

In order to do justice to the responsibility that this entails, the editorial team has established clear
guidelines for its work that are set out in an editorial mission statement. Among other things, it wants to
offer content that is relevant for users, as well as always complying with strict data privacy standards
and aiming to provide rapid and above all correct reporting in rapidly developing news situations. If er-
rors occur nevertheless, the editorial team corrects them transparently in line with a clear set of rules
by drawing readers’ attention to the corrections beneath the article concerned. The list of rules was
made available to all users as part of an extensive self-assessment conducted under the auspices of the
Journalism Trust Initiative (JTI). Consulting firm Deloitte certified at the beginning of 2022 that the edi-
torial department complies with the JTI standard.

The editorial team has issued an undertaking to the German Press Council on behalf of the GMX and
WEB.DE brands that it will comply with the German Press Code. Apart from the classic media brands,
GMX and WEB.DE were the first major pure-play online media in Germany to take this step back in 2019.

What is more, in 2023, the editorial team for GMX and WEB.DE received the "Nachhaltigkeitspreis Me-
dien Bayern” (“Sustainability Prize for Media in Bavaria”) prize, which was awarded for the first time by
the Bavarian Regulatory Authority for New Media. The team won the prize because it had created trans-
parency over a wide area.

The editorial news offering is not limited to the German market, but is also to be found on the GMX
brand’s localized national portals in Austria and Switzerland (GMX.at and GMX.ch). Users of other coun-
try portals in the U.S.A., the United Kingdom, France, and Spain are offered an automated news feed in
the language of the country concerned. Strict rules apply in all cases to adverts in order to protect cus-
tomers from misleading advertising or offerings from the tobacco industry, for example.

Leveraging Internet and Cloud Business Opportunities

IONOS is Europe’s leading provider of hosting services, cloud services, and cloud infrastructure, with
more than eight million customer contracts. It partners with consumers, the self-employed, middle-
market companies, and corporates, supporting its customers with solutions that help them to be effec-
tive, efficient, and successful in the digital space. Its portfolio comprises web hosting products and
eCommerce solutions, its own data centers and cloud infrastructure. IONOS has many years of experi-
ence in developing and operating cloud infrastructures, and contributes this knowledge to numerous
public research projects and working groups.
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https://www.digitalnewsreport.org/
https://www.digitalnewsreport.org/
https://www.die-medienanstalten.de/forschung/medienvielfaltsmonitor
https://www.die-medienanstalten.de/forschung/medienvielfaltsmonitor
https://www.journalismtrustinitiative.org/de/
https://www.journalismtrustinitiative.org/de/
https://web.de/magazine/so-arbeitet-die-redaktion/redaktionelle-leitlinien-webde-gmx-11-36248894
https://web.de/magazine/so-arbeitet-die-redaktion/redaktionelle-leitlinien-webde-gmx-11-36248894
https://www.presserat.de/
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For IONOS, establishing fully managed services for data spaces is a strategic priority - something that is
also clearly underscored by its active participation in research projects and working groups and its
membership of data space initiatives. As a global player, the company aims to provide georedundant
services that comply unequivocally with the GDPR. In addition, it aims to combine the results of a vari-
ety of research projects at an operational level and ensure the secure, highly automated, and scalable
operation of its services. The following list shows just some of the many associations and projects in
which IONOS is involved:

m GAIA-X AISBL: IONOS is a member of this initiative, which brings together industrial enterprises from
a number of European countries with the goal of creating a federated data infrastructure by and for
Europe. The goal is for this European cloud to meet the highest standards of digital sovereignty and
satisfy industry’s needs for a resilient, interoperable infrastructure. In addition, the initiative aims to
facilitate joint data usage across different structures. The objective is to promote innovations by, and
the competitiveness of, European players.

m International Data Spaces Association (IDSA): IONOS is a member of this association and plays an
active role in the working groups on the architecture and the communications guidelines, with the
aim of helping with the design of communications protocols and of ensuring connector and data
space interoperability.

m Important Project of Common European Interest on Cloud Infrastructure and Services (IPCEI-
CIS): IONOS’s aim in participating in IPCEI-CIS is to develop innovative technologies for energy-saving
networked systems for the cloud-edge continuum.

m European Alliance for Industrial Data, Edge and Cloud: IONOS is a member of this alliance, which
was established by the European Commission. The alliance aims to bring together member states, in-
dustry, and leading experts to jointly develop the business, investment, and implementation plan for
deploying next-generation cloud technologies for both the public and the private sector.

m DOME - A Distributed Open Marketplace for Europe Cloud and Edge Services: IONOS is a part-
ner in this project, which is financed by the European Commission’s Digital Europe Programme. The
project aims to support digital transformation at companies and public sector organizations by cre-
ating and making available a catalog of cloud-to-edge offerings in Europe.

m AC3 - Agile and Cognitive Cloud-Edge Continuum Management: IONOS is making another contri-
bution to innovative technologies for Europe’s cloud infrastructure as a partner in the AC3 project,
which is being financed by the European Commission’s Horizon Europe Programme. The goal of the
project is to develop an agile framework for efficiently managing data in the cloud-edge computing
continuum by providing a federation-model infrastructure comprising cloud, edge, far-edge, and
data resources from a variety of different stakeholders.

m Sequenc - Souverénitét fliir Quantenlésungen in der Cloud: IONOS is heading the consortium for
the Sequenc project, which aims to support development of a platform, tools, and services for de-
veloping and integrating quantum software in the cloud. This is a Gaia-X-compliant cloud platform for
quantum software, which facilitates the monetarization of quantum services and quantum software,
and the use of quantum services within the German and European legal framework.


https://gaia-x.eu/membership/members-directory/
https://internationaldataspaces.org/we/members/
https://www.bmwk.de/Redaktion/DE/Artikel/Industrie/ipcei-cis.html
https://digital-strategy.ec.europa.eu/en/policies/cloud-alliance
https://dome-marketplace.eu/about/
https://ac3-project.eu/about/ac3-consortium/
https://sequenc.de/partner/
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m Pre-PAl: IONOS participated in the Pre-PAl project, which was established to create a road map for
the future development, deployment, and operation of Europe’s Al-on-demand platform. From Janu-
ary 2024 onwards, IONOS will participate in the DeployAl project, which will be developing this plat-
form. The project is being financed by the European Commission's Digital Europe Programme with
the goal of supporting the development of Al applications in Europe.

GAIA-X - the European Cloud Project

IONOS is playing a key role in developing a secure, interoperable data ecosystem for a number of sec-
tors. IONOS is providing the data space infrastructure for a pool of projects that are being financed by
Germany’s Federal Ministry for Economic Affairs and Climate Action and that aim to validate the GAIA-X
architecture for data spaces in a number of different vertical areas.

The idea behind GAIA-X is to build a data ecosystem complying with European security and data privacy
standards that meets the highest digital sovereignty standards. IONOS is not only a member of GAIA-X
AISBL's Technical Committee but is also actively helping to shape this European initiative. The idea is
for the numerous successful local clouds in Europe to cooperate and standardize their operations to
create a common federated cloud that will allow both large enterprises and SMEs on the European and
German markets to exchange and process data in a trusted, secure, and transparent manner. Customers
can choose between multiple hosting providers and - thanks to the planned standards - can switch be-
tween them at any time.

IONOS’s employees are providing support in working groups, e.g., on defining standards and the refer-
ence architecture, and establishing certifications. Numerous European and German cloud providers,
associations, and enterprises are also working on the project in addition to IONOS. In the summer of
2021, Germany'’s then Federal Ministry for Economic Affairs and Energy held a sponsorship competition
and initially selected 11 beacon projects to demonstrate the concrete benefits of Gaia-X. IONOS is in-
volved in six of these projects and is the consortium manager for the Marispace-X project, which is de-
veloping a maritime data space:

m Marispace-X: Creation of a maritime (geo)data space e.g., for searching for munitions, for offshore
parks, and for environmental protection

m MERLOT: Creation of a marketplace for educational data spaces and digital sovereign applications

m POSSIBLE: For an open source-based cooperative solution for the public sector, educational estab-
lishments, and SMEs

m HEALTH-X dataLOFT: For developing transparent, cloud-based applications in highly relevant areas
of health care, based on the Gaia-X standards

m OpenGPT-X: For developing Al-based language models

m TELLUS: Creation of an SLA-driven network infrastructure for data spaces, networks, and cloud in-
frastructure

(1) Association internationale sans but lucrative, a non-profit association under Belgian law.
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https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/how-to-participate/org-details/999999999/project/101083674/program/43152860/details
https://www.bmwk.de/Redaktion/DE/Dossier/gaia-x.html
https://de.marispacex.com/partners
https://merlot-education.eu/en/project-consortium/
https://www.possible-gaia-x.eu/
https://www.health-x.org/en/partner
https://opengpt-x.de/en/partner-en/
https://www.tellus-project.de/projektinformation
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Security of Products and Services

United Internet never loses sight of its customers’ best interests and is living up to its responsibilities
during the digital transformation process. Youth protection and educating children and young people on
how to use the internet are particularly important to the Group. United Internet’s "E-Mail made in Ger-
many” and "Cloud made in Germany” initiatives underscore its commitment to ensuring the secure dis-
patch and receipt of private e-mails, and to protecting digital privacy in the cloud. In addition to solu-
tions for secure internet communication and cloud services that comply with the GDPR, United Internet
takes a variety of measures to ensure internet users’ data sovereignty. These include the netID login
standard for greater data control and user-friendliness, among other things.

v The effect on humans of electromagnetic radiation from mobile communications has been the sub-
ject of scientific research for decades now. As Germany’s fourth network operator, 1&1 tracks the state
of the art regarding knowledge of mobile network usage - and particularly 5G - continuously and
closely. This means that the company can react responsibly if the need arises.

Germany’s Bundesamt flr Strahlenschutz (the Federal Office for Radiation Protection) constantly re-
views the effect of electromagnetic radiation in mobile communications. According to the information
currently available, it cannot yet be ruled out with confidence that the body’s ability to regulate heat
may be disrupted if certain thresholds are exceeded, resulting in consequences for health. Neverthe-
less, the basic principle for 5G is the same as for previous mobile network standards: no impact on
health at levels below the applicable limits has been proven. The Bundesamt flr Strahlenschutz has
confirmed that there is no reliable information at present to suggest that the new mobile network
standard could affect human health.

The Federal Government is also attempting to deepen dialog with citizens and address any concerns re-
lating to the new mobile network standard with its "Deutschland spricht tber 5G” initiative. The goal is to
provide information about 5G so as to further increase trust in, and acceptance of, this technology. v/

v United Internet advocates youth protection and educating children and young people on how to act
online, since the internet is a key part of their everyday lives and is used for communication, researching
lessons, and entertainment alike. However, in many cases children and young people are not media lit-
erate or experienced enough to deal with unfamiliar life issues they come across on the internet, or
where inappropriate content is involved. At the same time, this means that they have difficulty in as-
sessing the risks and therefore cannot adequately protect themselves. Consequently, that suitable
measures and education on possible dangers and risks that are tailored to their levels of development
are needed to ensure they are adequately protected, and that they can use the internet in an age-appro-
priate manner. v/


https://www.bfs.de/EN/topics/emf/mobile-communication/basics/5g/5g.html;jsessionid=30ECE104F9D18E609271E96B9E7A5B48.1_cid365
https://www.bundesregierung.de/breg-de/aktuelles/deutschland-5g-dialog-1823664
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v United Internet ensures that both its own products and services and its partner offerings comply with
the legal requirements for youth protection. Internal reviews are performed during product develop-
ment and product launches, and any necessary modifications are made. This enables Group companies
to ensure that children and young people are not confronted with inappropriate content. In addition,
care is taken to ensure compliance with youth protection legislation for both editorial content and ad-
vertising, and to find the right balance between providing a comprehensive range of information and
protecting children and young people. Among other things, this is done by managing the way in which
information is presented and the times at which it is transmitted.

The Group companies have appointed youth protection officers who act as contacts for youth protec-
tion. They advise the various departments and functions internally, handle external contacts in this area,
liaise regularly with other youth protection officers, and represent Group companies in their dealings
with associations and supervisory authorities. An additional youth protection officer was appointed
during the reporting period and the officers’ responsibilities focused on one segment each, to the ex-
tent that this issue is relevant for the business model concerned. In addition, youth protection mail-
boxes have been set up for the GMX, WEB.DE, 1&1, and IONOS portals; the details are given in the legal
notices and youth protection sections of the sites concerned. These mailboxes allow people outside
the organization to contact the youth protection officers with questions or complaints.

Above and beyond this contact information, the portals’ youth protection sections provide information
and tips and tricks designed to educate children, young people, and their parents, and to improve their
media literacy. The material provided includes links to youth protection programs and information about
counseling services and contacts for specific topics and problems associated with internet usage. v/

The GMX and WEB.DE e-mail portals and related cloud storage allow peo-
CLOUD ple to access internet services and to participate in the digital day-to-day
- world. The top priority here is to protect customer data. E-mails and data
are processed in line with the European Union’s General Data Protection
Regulation (GDPR) and are stored solely in Germany in line with German
data protection requirements. GMX und WEB.DE are working together with
other companies in data security initiatives such as "E-Mail made in Ger-
' m many” and “"Cloud made in Germany” so as to actively help shape security
standards for protecting sensitive data in the market environment.

The e-mail portals work continuously to improve the recognition and filtering of spam - unsolicited or
harmful messages - so that it does not reach users in the first place. Spam can be anything from dan-
gerous or harmful e-mails aimed at distributing viruses or at phishing down to unsolicited mails such as
frequent mass mailings used for advertising purposes. E-mail providers deployed new methods and data
science in the 2023 reporting period, and succeeded in substantially increasing the proportion of spam
mails that were recognized and filtered out by continually enhancing their spam scanners. As a result,
the proportion of incoming e-mails flagged by customers as spam declined by 36.6% in the course of
the year, and by 25.9% year-over-year. This increased both the relevance of the e-mails received and
the security with which they could be processed further.
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https://www.united-internet-media.de/en/downloadcenter/general-guidelines/
https://www.e-mail-made-in-germany.de/
https://www.gmx.net/cloud-made-in-germany/
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Users have to register for, and provide profile names and passwords to access,
almost all internet offerings - from online shops through social media down to

Eurgpean app stores. Trying to manage such a large number of IDs and passwords is a ma-
Foundation
jor challenge for customers. Single sign-on services offer a solution here, allow-

ing users to register with a large number of online services using a combination of their e-mail address
and password.

In March 2018, United Internet, the RTL Deutschland media group, and ProSiebenSat.1 founded the Eu-
ropean netlD Foundation (EnID) in order to provide a European alternative to U.S. offerings in this area.
This independent foundation developed the netID open standard - a central log-in that is "made in Eu-
rope” and with which its more than 10 million customers to date can log in to 134 partner offerings at
present. The United Internet Group’s GMX and WEB.DE e-mail platforms are netlD account providers,
allowing their users to register for participating partner offerings via netID using their existing accounts.
In addition, netlD stores user consents in a stable manner across different devices. Instead of third-
party cookies, which are increasingly being blocked, netID uses a stable identifier to recognize users.

netlD is governed by the European data protection requirements set out in the GDPR. The foundation
reviews all standards, partners, and account providers that are members of the initiative. It also sets
high store by transparency and focuses on user data sovereignty. For example, users can independently
consent to the use of their data, or revoke such consent, at any time using a “privacy center.” This im-
proves data control in the internet.”

Information Security

v The main objective of information security is to protect the data being processed and hence to re-
duce negative impacts on the Company, its employees, and its customers. Customer trust in the infor-
mation security measures taken is the bedrock for them entrusting United Internet with their business
data and personal information (digital data such as photos, documents, and e-mails). v/

Expanding Internet Security

v The personal and non-personal information requiring protection comprises not only customer data

but also the United Internet Group’s employee and business data. This is partially processed within in-

ternal business processes or used to create products and services. United Internet’s goal is to protect
this information against unauthorized access and misuse throughout the entire, complex product envi-
ronment. v/

v The individual segments’ security strategies aim to achieve the security goals of confidentiality, avail-
ability, and integrity throughout the Group. Security management in the segments is based on highly
targeted technical and organizational measures. These are derived from the security guideline require-
ments, which in turn are based on the following criteria:

m Business customer requirements v/

(1) Germany’s Data Ethics Commission (DEK) also recommended promoting standardization initiatives such as netlD in its October 2019 report. These
permit individuals to continuously track and manage the persons and entities to which they have granted data and to which data has been trans-
ferred, so as to be able to assert their rights effectively.


https://enid.foundation/
https://enid.foundation/netid-knackt-10-millionen-marke-dank-neuer-partner-wie-burdaforward-erstmals-achtstellige-zahl-von-aktiven-nutzerinnen/
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Information Security

Data Privacy

m v Statutory requirements such as those contained in the German Telecommunications Act (Telekom-
munikationsgesetz - TKG) or the German Act on the Federal Office for Information Security (Gesetz
Uber das Bundesamt fir Sicherheit in der Informationstechnik - BSIG)

m International standards such as ISO 27001

The measures taken to protect the product landscape against unauthorized access and misuse are con-
stantly upgraded. United Internet’s information security management system (ISMS) is based on interna-
tional standards such as ISO 27001, BSI IT-Grundschutz, and BSI C5. Building on this, as an assessment is
made as to whether an appropriate, risk-based, effective approach to information security challenges
exists - from security management down to implementation of the security requirements in the operat-
ing security units. In addition, planning and achieving information security objectives is a key part of im-
plementing and maintaining the ISMS. v/

v The ISMS for the Consumer Access, Consumer Applications, and Business Applications segments is
managed by the TechOps Information Security unit in line with the individual business strategies. Among
other things, the department is responsible for policy management and performs information security
risk management. In addition, it develops security instructions and employee training courses, and is
responsible for communication with public authorities, e.g., in the case of reportable security incidents.
The Technical Security & Abuse Management department provides advice on security architectures and
applications, systems, and network security. It trains employees how to ensure secure development and
operations, performs security tests, and handles any security incidents together with other depart-
ments. The department also develops and operates systems that are used in abuse management pro-
cesses. These processes ensure that support is provided to customers in security incidents for which
they themselves are responsible, helping them to use United Internet’s products securely again.

The Head of Information Security is also one of the telecommunications security officers under the TKG
for the Consumer Access, Consumer Applications, and Business Applications segments. He reports reg-
ularly to the segments’ chief technology officers. Reporting covers the information security risk portfo-
lio, any relevant security incidents that have occurred, the specific measures taken, the results of secu-
rity audits, and key security trends. Security architecture experts, among others, support the Head of
Information Security in designing and implementing wide-ranging security enhancements across individ-
ual segments.

Senior management at the Business Access Segment is ultimately responsible for information security
there. It commissions the Head of Information Security and his department to operate and continuously
improve the ISMS. This establishes structured and focused security management. Information security
in the Business Access Segment is organized using the “three lines of defense” (TLoD) model. Infor-
mation Security Management represents the second line of defense under this model.

Among other things, the dep